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ﬂO,lJ,FOTOBﬂeHO Ha OCHOBaHUK
coumonornyeckoro nccnenoBaHugd

«0CBEJOMNIEHHOCTb 0B YIP03dX
WH®OPMALIUOHHOW BE30MaCHOCTUy,

nposefeHHoro B ceHTsbpe 2019 roga

Bonpocam pa3sutug coepbl knbepbesonacHocTv B KasaxcTaHe yaensercs npuctanbHoe BHUMaHME.

W pe3ynbTat pabotbl, NpoBOAMMON COBMECTHO rocynapcTBeHHbIMK opratamu, HIO 1 6usHecom -

370 TEHAEHUNS NOCAELHNX N1ET, KOrfla Halla CTPaHa CTPEMUTENbHO YIyuLlaeT CBOM NO3uLMM B
rnobanbHom uHpekce kubepbesonacHocTy. Ceityac KasaxcraH 3aHumMaer B HEM 40-e mecto. OTMeTUM,
YTO eLLE B NMPOLLNOM TOAY Halla CTPaHA HAXOAMIAC Ha 42 NYHKTA HUXKE, 3aHUMas 82 MecTo.

HEMHOI0 BA)XHOH
WHOOPMALUM

NHdopMaumoHHas 6e30nacHOCTb CTAHOBUTCHA BaXKHOM YaCTbio HaLlen
noBcefHeBHOM Xun3HW. 06bI4HO, Nog MHPopMaLMOHHOW be3onacHOCTbI0
nogpasymeBatoT cobntogeHne TPEX BaXKHbIX MPUHLMMOB:

() ronousenunansocs

Uro ato Takoe? locTyn K MHGOPMAL UK A0JHKEH ObITb TONLKO Y TOT0, KTO MEET Ha
370 NpaBo. Ay KOro HeT Takoro npasa, TOMy OCTYN K HHGOPMaLLMK 3aKpbIT.

lnoxou npumep: [octyn kK Homepy Baiuei kaptoykmu n CVV kogy 3amonyynn
M1710X01 Yesl0BeK.

z 41'40/0 ONpOLLUEHHbIX rpaXKaaH 33' 60/0 pecnoHAeHTOB

Pecny6nuku Kasaxcrau NpuaepKMBaOTCA

CYMTAIOT, YTO UX [MaMeTpasbHo

NepCoHabHbIe JaHHbIe NPOTUBONOJIOXKHOI TOYKM

HaXOAATCA B NOSHOH 3peHus.

besonacHocT.
N



o

v

€@ nocrynnocts

UYro ato Takoe? HHdopMauus aomKHa ObITb JOCTYNHA B
NH00iH MOMEHT, Koria oHa Hy)xkHa. Cpasy u bbicTpo.

lnoxo# npumMep: Bbi [O/IKHbI 104aTh 3a8BKY Ha

ycTponcTBO pebéHka B getckuii cag yepes «[loptan Akumata.
[To-ppyromMy He npuHuMatoT. Ho caiiT aToro noprana He oTKPLIBAETCH.
5 MUHYT, 15 MUHYT, Yac, AeHb, Heaenw....

LIEJIOCTHOCTDb

Uro ato Takoe? HHdopMauus aonKkHa ObITb JOCTOBEPHOH.
OHa He 40JKHA MEHATLCA CaMa U TeM bonee eé He LOJDKHbI
UCKaXXaTb HaMepeHHo.

lMnoxo# npumMep: Bri nenaete neperos AeHEXHbIX CPEACTB CO CBOEM KapToOYku Ha
KapToyky apyra. BpegoHocHoe 10 MOXET M3MEHUTb HOMeP KapTOYKu ros1y4aTens 1
OTMPaBUTb AEHbIM Ha KAPTOYKY 3/10YMbILLIEHHUKA.

Tak,

WHOOPMALIUOHHAA bE30MACHOCTDb - ato cobniopenue
KondupenuuanoHoctu, loctynHocty, LienoctHocTy.

HapylweHune ofHOro npuHLUmMNa, kak NpaBuio, NPMBOAUT K HAapYLLEHUIO ApYTuX.

OnpoweHHble Ka3axcTaHubl NoABepranuch Kubep-atakaM

8 2018 ropgy | 82019 rogy
33,9%




BOMPOCHI
OBECMEYEHUA
KUBEP-

BE30MACHOCTH
PEKOMEHIALLH

NoBePraJiuch Jik Bbi
3d NnocaegHuu roa
KWUbEP-aTaKdM?
® 2018 rop
z E 2019 rop
Hert, Takux cnyyaeB He 6bino, 51 ,0%
He oTMeyan(a) = 56,0%

2018 rop 2019 rop

BpenonocHbiit CIAM 11% 1 2, 1%
ATaka BPefJOHOCHbIX KOMNbHOTEPHbIX 0 0
BHPYCOB M NPOrpaMM 8|7 Jo 8|1 Jo

B310M aKKayHTOB B COLMANbHBIX CETAX 7'40/0 6,70/0

KubepmoweHHuyecTBo 0 o
¢ 6aHKOBCKUMM KapTaMu 7;2 Jo 2.5 /o
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KAK U3BEXKATD
HENPUATHOCTEW?

15.5% noNb3oBaresei He UCMONb3YIOT aHTHBUPYC U HE HCTOJb3YIOT
) 3allUTy NaposieM.

7 \IAroB K IMYHOU
WH®OPMALIUOHHOWU bE30MaCcHOCTH

Kubepyrposbl, xakepbl, BUPYCbI, TPOAHCKKE KOHM.

Bcé HenoHATHO M 3anyTaHHO?
He nyraittecb. 3awutute ceba u coux 6au3kux! Mol nokaxkeM BaM nyTb. MyThb K

MHGOPMALMOHHOI 6e30nacHOCTH COCTOMT U3 7 NPOCTBIX LWAroB.
WauTe c HaMu ¥ 31ble XaKepbl C UX BUpycaMu BaM He cTpaLuHbl.
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XPAHUTE 3L
KAK 3EHULLY OKA

Bce Mbl 3HaeM, yTo Takoe JUI. 370 - IneKTpoHHO-LMPpOBaAA NOANKUCD. TyT Ha
Bawy 3awmTty BCTaéT TouHenwan n3 Hayk — MateMaTmka. Kaxxabli rpakjaHuH
KazaxctaHa moxeT nerko nonayymte LI, LM 310 ynobHo n HapéxHo. Ho ecTb
cepbé3Has onacHocTb, 1 Bbl gomkHbl e€é 3HaTh. Ecnn 3UTT y Bac ykpanu, To
LOKYMeHTbl 3a Bac MoxeT nognuceiBaTb KTO-TO Apyron. VIHorga aTo oyeHb
BaXkHble gokyMmeHThl! [1a, ga, LI MoxHO yKpacTb, Kak 1 BCE, 4To NexuT be3
npucMmoTpa.

4T [IBNaTh? .

Camoe HapéxHoe - cnpaTatb Bawe LN B HapéxHoe XpaHunuwe. TakuMm
XPaHHUNIULLEM ABAAETCA INEKTPOHHBIA YN, YTO YCTAHOBNEH BO BCEX

yaocToBepeHuax JIMYHOCTH HOBOIO oﬁpa3ua rpa>kaaH PECﬂyﬁﬂMKM KasaxcraH.
Mpu nonyvyennn LI nonpocute 3anmncate UMM Ha yoocToBepeHue
NNYHOCTN. HO eCTb 1 CAOXHOCTN NPU MCNONb30BaHUN YA,0CTOBEPEHUS
NNYHOCTM Kak xpaHunuwa 3UT. Bam byneT Hy>kHO cneumnanbHoe YyCTPOMUCTBO
- Kap4-puaep. 3T0 yCTPOMCTBO YacTo BblAAT KMeHTaM BaHKoB, OHO
No3BoNISieT MNOAK/OYATL YAOCTOBEPEHME IMYHOCTU UK baHKoBCKME
KapTOYKM K KOMMbloTepy. 3aTo 3TO HafEXHO.

TaK)xe MOXXHO BOCNO0/1b30BATLCA CNELNUaNbHbIM XpaHuuiLeM, Kotopoe

Ha3bIBAETCA «TOKEH». OH YyacTo MOX0X Ha 06bIYHYI PA3LLKY, HO ABNAETCS
caMbIM HacTosAWwMM cerndom gnsa 3L,




Baxcno! Kak npasuno, npu sbigaye LM, cotpyanuk LiOHa
yCTaHaBAMBaET TUNOBOM Naponb. 06sa3aTenbHO CMEHUTE
naponb ot ceoero JL|. 3o MoXKHO cenaThb Ha caiTe
www.pKi.gov.kz

Nnn npocto nonpocute npu Bbinycke 3L yctaHoBMTL Baw cobcTBeHHbIN, a
He TMNoBoM Naponb. Ho ero npnaeTca 3anoMHMUTb.

€3 uoHe wyxHo fenat

Hukorpa He otnpasnsiite JLI B 0TKPLITOM BHAE N0 3/1€KTPOHHON NOYTE. MouTy
MoryT B3nomatb, Torga I TouHo ykpagyT. Hy>xkHo BCE-Takm oTnpaBuTb? Ha
Baw cTpax n puck, Ho obazatenbHo 3awmndpymnte LM nobbiM HagEXHBIM
cnocoboM. Hanpumep, ¢ NOMOLLbIO TEXHUKMN «33apXMBUPOBATb C NaposieM».
He ymeeTe «apxmBupoBaTh ¢ naponem»? Cnpocute y cneymanncTos,
POLCTBEHHWMKOB U Apy3ei. BaM obsa3aTenbHo noMoryT.

Hukorpga He konupyitte cBoé JLI Ha He3HaKOMble KOMNbIOTEPbI. Ecnu Bcé-Taku
npunwnoCb NoanMcCbliBaTb yTO-NMBO C HE3HAaKOMOTr0 KOMMbKOTEpPAa,
obazaTtenbHo ybepguteck, yto Bawe 3L He ocTanock Ha Yy>XoM
KOMMbHOTEpPE.

He xpaunute cBoé JLi[1 Ha KoMNbIOTEPE. Ecnu xakepbl BCE-Takn Bac B3nomany
NN BUpPYC NPOHMK B Baww KoMnbloTep, TO OHW He JOoMKHbI HanTu Tam LI,
Tak KaK ero Tam He JosmkHO bbiTb. Ecnn Bbl nonydnnm 3UTMM Ha dnawky, a He
Ha yA0CTOBEpPEHNE NIMYHOCTU UK TokeH, To nycTb LI n ocTtaéTca Ha
bnawke. XpaHuTte GnaLKy B HAAEXKHOM MeCTe U He UCMNOJib3ynTe AN Apyrux
HY>A, KpoMme xpaHeHus I
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Balll LUT -
Bdlll M4P0JIb

Haw Mo3r ycTpoeH uHTepecHsIM obpasom. Mbl MbICIUM accoLHAUUAMH. Hawa
MbIC/1b 0693aTeNlbHO MOCTPOEHa Ha NpeablayLwien Mbican. Hale MbilwneHune
npenctaBnsgeT cobon NOTOK MbICAeN, BOCMOMUHAHUI U UOEN, BCE OHU

obs3aTenbHo B3aumoceasaHbl. Y HaC iBa BUAA NaMATH: KpaTKOCPOYHas 1

[0JITOCPOYHAS. B KpaTKOCPOYHOMW NAaMATM XPaHATCA BCe COOBITUA MK
MHbOPMaLUA HA HECKOJIbKO MUHYT nan Yacos. BoamoxxHo gHen. Ecnun
MHbOpMaLMa ANF Hac BaXKHas U Mbl MepexkMBaeM B nNpoLecce 3anoMUHaHNS
Kakme-nnbo accoumaumnm, To MHGOPMaLUSA NepexoqmnT B LOATOCPOYHYIO
namaTb. Kak yBepstoT nccnenoBaTenm Mo3ra, 370 NOCTPOEHO Ha 0bpa3oBaHNM
CMHaMNCcoB HEMPOHOB rofloBHOro Mo3sra. CaMblin NpocTon cnocob 3anmcatb
MHbOPMaLMIO B LONTOCPOYHYIO MaMATb — CAeNaTb aCCOLMATUBHYIO CBA3b
MeXxay nHpopMaLmen n 4eM-To, YTO y>Ke 3anoMHunocb Bamun HaBcerga. Minu
KOTOpOe Jierko BCNOMHUTb. Hy>kKHO BOCNOb30BaTbCs CaMbiMU BonbLINMYK
y4yacTkaMu Halwero Mo3ra, oteevatouwmmm 3a: CJIYX n SPEHUE.

—
V’ [lonb3oBaTenu He MEHAOLWME Napoau, NM6o MEHAHOT TONbKO Koraa 3abbiBatoT uX:

8 2018 rogy 8 2019 rogy
61,8% 53,5%




o YT0 AEeNarb?

Y Hac cunbHO pa3BUTbI OTAENbI MO3ra, 0TBEYaIoLLMe 32 3PUTENbHYH NaMATb.
ITUM U HY>XHO BOCNO0JIb30BaThCA.
Capsicb 3a paboumin komnbloTep, ornagutecb Bokpyr. Bokpyr Bac byayt

COTHW NpeaMeToB, KOTOPble MOCTOSHHO HaxoaaTca Ha BalieM cTone, Ha
CTeHax, B lWKadax UM faxke 3a OKHOM.

[MpocTo 3aragaTe Kak napoib NpeaMeT, KOTopbl Bbl BuaMTE Kaxabl AeHb,
cuAs 3a cBouM paboymm MecToM. 310 1 byneT Baw napone.

lpumep: Zelenyi_kaktus

pr—
V’ Monb3oBatenu cocTaBAsLOLME COXKHBIE NAPOSIK:

82018 rogy 82019 rogy
23,3% 30,6%

Baxxno! 3arapbiBas npeMeT B KayecTse napons, 3arajaire
J1Ba CNOBa, HanpuMep, Ha3BaHWe NPeSMeTa U ero LBer.

Mo)XHo 3aragbiBaTh CN0BA JIOOMMBIX NECEH, ropoia U MecTa,
rae Bol 6b1nu. [naBHoe, yto6bl B napose 6b110 MUHUMYM
8 3HaKoB.

€3 utoHe HyxHo penarb!

Hukoraa He nepepaBaitte CBOM Naponau APYrUM NHOAAM. [axe ecnv nonpocsT.

He 3anucbiBaiiTe CBOM Naponu Ha cTUKepbl, GyMaxkku. He xpanute naponu B
3N1EKTPOHHON noyTe.
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JJIEKTPOHHAA
MoyTa

K coxaneHuto, MOLWEHHWNKN BABHO MNOHANN, YTO Mbl YATAEM OTMPaB/IEHHbIE HAM
nMcbMa. 3HAYUT, eCIN HanMcaTb XMTPOe MUCbMO, HAaC MOXKHO 0OMaHyTb.
Hanpumep, bbinm nonynspHbl «<HUTEPUNCKME NMUCbMa cHacTbs». B Takmnx
nMcbMax Hekui «ageokat u3 Hurepum» (ctpana Morna 6biTh 060, HO
BMepBble NMCbMa Npuxoamnu n3 Hurepmum, otcroga 1 HasBaHue

Mol eHHMYecTBa) 3a9Bn9n, 4To Bbl CTann HacnegHMKOM rpoMagHoro
HacneacTea. BaM Hy>KHO NpocTo BbicNaTb HEBOMbLLUYIO CYMMY €My Ha CYET «Ha
odopmneHne bymar». [leHbru, kKak NnpaBuo, MCHe3aloT, @ HAaCNeACTBO HUKTO He
nosyvaer.

CaMbIM pacnpocTpaHEéHHbIM CNOCO6OM 3apa)keHns mepcoHanbHbiX KOMNbIOTEPOB
SIBNAETCA 0TNPaBKa 3/1eKTPOHHOr0 NUCbMa C BPEL,OHOCHBIM COLEPXHMbIM.

4T0 IENaTh? .

Hukorpa He 0TKpbIBaliTe CaMo3anycKaeMble Gpainbl. Takue daitnbl nerko
pacnosHaTb no bykBaM, KoTopble MAYT Nocfie NocsiefHen TOYKM B Ha3BaHUMW.
371un BykBbl Ha3bIBalOTCA paclimpeHmeM danna.

MpuMepbl pacwmMperuit camo3anycKaroumuxcs ¢painos:

(Daitnbl BNOXXEHHI C TAKUMHU pacluMpeHnsIMU OTKpbIBATh HEJNb31. [axke ecnun oHM
nomeLleHbl B apxuB. HanpuMep, ynakoBaHbl B apxuB Winzip.

—

ol




Xakepbl MOTYT MOANULNPOBATL M 0bbIYHbIE Palsibl [OKYMEHTOB OPUCHbBIX
NPUNOXEHNN.

Makpocbl - Habop KOMaHJ, KOTOpbie NO3BOAAIOT 3aNUCbIBaTh H BOCAPON3BOANTD

CTaHAAPTHbIA NAaKeT 0QUCHBIX NPUNOXKEHUH. Bbi He 3HaeTe, kakue KOMaHAbI
3anucaHbl B Makpoc. Habop koMaHg MoXeT BbiTb f,0BOSIbHO HOAbLINM U
npeAcTaBnATb cObON BPeAOHOCHbIN KOA.

Ba)kHo! Hu B KoeM cnyyae Henb3f BKJIHOYATh «MaKpoChI»,

npuweawwue ¢ GpaifnaMu no 3NeKTPOHHON NoyTe.

€3 uro He HyxHo aenars!

He oTKpbiBailTe NoJ03puTeNbHbIE NUCbMA. Ecnint nucbMo BaM He nHTepecHo,
3HaYMUT OHO He A0CTOMHO Balwero BHMMaHua. BHMMaTenbHo nsyyunte
BJIOXKEHHbIe paisibl (BnoxeHus).

He oTBeyaiTe Ha NOA03PUTENbHbIE MUCbMA.
He nepexoaute no cchbiikaM B N0J03PUTENbHbIX MUCbMAX.

[ToMHUWTE, MOLUEHHWKN UTPatOT Ha Yesl0BEYECKMX YyBCTBAX — XXaLHOCTH,
ropgblHe, cTpaxe, rHeBe. [lymanTe ronoBon 1 He nonaganTe Ha
MOLUEHHUYECKME CXEMbI.

\,
7 470/0 nonb3o0BaTenen He nepexondTt no npUciaHHbIM CCblJIKaM B COLIMAJIbHbIX
—j CeTax u MecCeHpxepax.
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AHTUBUPYCHAS
3dllIHT4

Kak noHATHO 13 Ha3BaHua, AHTHBUPYC - 3T0 TaKoe CPEeACTBO ANA 3aLUTbI
0T «BUPYCOB».

Mbl Ha3bIBaeM BCE BpefOHOCHOe NporpaMMHoe obecnevyeHune
«BUpPYycaMmn». ITO He COBCEM KOPPEKTHO, Tak KaK «BUPYC» 3TO TONbKO
OAVH 13 NPM3HAKOB BPELOHOCHOI0 NPOorpaMMHoro obecneveHms
(cokpatwéHnno M0). Ho 4To Hy>XHO TO4YHO 3HaTb - BpeaoHocHoe M0 He
MWU®, OHO peanbHO BPeAOHOCHO M ero peasibHO MHOro. MoLeHHMKM
NblTAlOTCA NpuayMaTb BCE Hosiee XUTPOYMHbIe CXeMbl HapyLLEHUS
LOCTYMHOCTW, KOHOUAEHLNANBHOCTM U LLeTOCTHOCTMU.

KOMI'IbI'OTeprIe «BUPYCbI» OYEeHb MOXO>XXWN Ha pealJibHble 3apa3Hble
60J'Ie3HVI, TOJIbKO MOpPa>kakoT OHN He J'II-O,EI,GVI, a KOMIMbHTEPHbIE CUCTEMBI.
AHTMBI/IpbeI HY>XHO BOCMPUHNMATb KakK BakKUWHbl N MPUBUBKWN, TOJIbKO
OJ19 KOMMNBbHTEPHbBIX «BUPYCOB».

YT0 rNaBHOE B IPUBUBKE?

MpuBKBKa A0MKHA 6bITb KAYECTBEHHO H3rOTOBAEHA,
MHa4ye MOryT BO3HWKHYTb N0b0YHbIE 3 PeKTbl 1

1 BO3MOXKHbI TAXesNble nocneacTensa. Mol Bcerpa
3af,aéM BOMNpoC Npu BakLMHALMKU: YTO 3TO 3a
NPMBMBKA, KTO €€ N3roTOBWJI, MPOLUIa 1M OHa
KIMHUYECKME UCNbITaHNA?

2 MpuBuBKa foMKHa 6bITb IPPEKTHBHA, nHaue HeT
CMbICna ee BOOﬁIJ.I,e cTaBuUTb. B aTOM Cilyvae
BaKuMHauna MoXXeT npuHecTh HeMasio Bpena. Mbl
noJjiydaeM MJnn3nto 3allnThl, KOTOpOVI Ha CaMOM
Jene Her.

3 MpuBMBKY HY)KHO CTaBUTb BOBpEMA! Henb3s
nponyckaTb CPOK BakUMHaLMK 1 TeM Bonee
CTaBWUTb NPUBMBKY Ha ocnabneHHbI nnun gaxe
BonbHOM OpraHun3m.




antivirus protection

OTHOCHTECH K aHTHBHpYCAM, KaK K NPHBHBKaM 0T peajibHbiX YeN0BeYeCKuX
BUPYCOB.

ﬁ Monb30BaTenu, UCNONb3YHOLLHE AHTHBHPYC:

8 2018 rogy 8 2019 ropy
32,9% nd 36%

MocTaBbTe cebe Ha CMapTdOH U KOMNbLOTEP JIH000M HAJE)KHDI AHTUBUPYC U HE
BbIKJIHOYaiTe ero 06HoBNEHHA!
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OGHOBJIBHMS
i BLLE P33 OGHOBJIBHMS

ObHOBNEHUSA CUCTEMBI, KaK OHU Hac HepBupyoT! Ho coBpeMeHHble
0 - aTo NpoAyKT TpyAa Tbicay npodeccnoHanos. CoBpeMeHHble
nporpaMMbl cogepxaT Tbic4m cTpok koga. KoHeyHo, B 3TOM Kofe
MOryT 06Hapy>XnBaTbCs Kakne-HNMbyab ownbKM, HECTBIKOBKM,
npobenbl. Takne ownbkn NpuHATO Ha3biBaTb «YA3BUMOCTU». 370
MOX0Xe Ha HeEKAYeCTBEHHO NMOCTPOEHHYIO CTEHY C AblpaMu, KOTOPYHO
oknennun obossmn. Ecnn 3HaThb, rae B 3ToM CTeHe Ablpa, MOXHO
nanbuam npobutb obown.

Xopowlo, 4To nporpaMMHoe obecneyeHne — 3TO He CTeHbl. 3To Habop
KoMmnbtoTepHoro koga. M xopowo, yto Baw cMapTdoH 1 KoMnbloTEP
nogkntoyeHbl K IHTepHeTy. Yepe3 NHTepHeT nponssoguTenm

nporpaMMHoro obecneyeHuns sbicbinatoT «3aMNIATKU» Ha cBowm e
«yA3BUMOCTH». KcTaTy, 3anNaTka no-aHrIMACKK HasbiBaeTcs patch,
0TCtofia C/10BO 3aMMCTBOBaHUE — NaTty.

Moxxanyicta, 3agenbisaiTe Abipbl B CTeHaX BOBPEMSA! Myctb naTun
yCTaHaB/INBAKTCA Ha Bawe nporpamMmHoe obecneyeHune BOBpeM4.
|_|p0MeJJ,J'IeHVIe fa>ke Ha HeCKOJ1IbKO 4YaCoB 0OMacHO.

YT0 18NaTb?

YcraHasnuBatb 06HOBNEHUA nporpaMMHOro obecneyeHus. Beerna.
AHTMBI/IpyC nonepaunoHHaa cncteMa OOJIKHbI 0bHOBNATLCA
dBTOMAaTU4YeCKHN.

MpoBepATb, yCTaHOBAEHbI W NOCNEAHHE 06HOBNEHMS.




€3 4t He HyxHo penary!

Wcnonb3oBath KOHTpadaKTHOE [I'IMpaTCKoe] nporpaMMHoe obecneyenune. Kax
npaBuno, nupatckoe 0 y>ke B3N1OMaHO yMenbLaMn 1 OTKIHOYEHO OT CUCTEMBbI
obHoBneHnn. Beab npu obpalteHnn Ha cepsep npounssogutens 10 cpasy
CTaHOBUTCS MOHATHO, YTO TOBAp KOHTpadakTHbIN. 3HaumT, Bbl He nonyyunTe
obHoBNEeHNN 1 ByaeTe nonb3oBaTbCs «AbipaBbiM» [10. Bam 3710 Hy>KHO?

W, noxxanyiicta, He oTKN0yaTe 06HOBNEHMS.
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COLlMaNbHAA HHXXEHEPHA.
COLlMdNbHbIE CETH. CKHMMUHT

COll,MaﬂbHaﬂ MH)KEHEpUA - meTop nonyyeHus Heobxogmmoro gocTyna K
MHbOPMaLLMM, OCHOBaAHHbIA HAa 0CODEHHOCTAX NCUXOSIOMUK JIOLEN.

Hukorpa HUKOMY HE roBopuTe CBOX NapoJin 0T KOMNbHTEPHbIX CUCTEM.

Hukoraa He ocTaBnAnTe 3anMcaHHbIe Ha 6yMare NnapoJin Ha BUAHBIX WK AOCTYNHbIX
ANnA NOCTOPOHHUX MeCTax.

CoumnanbHble ceTy MOryT BbITb MCTOYHMKOM U3NULLHeN nHopmaumm o Bac.

53 60/ ONMPOLLEHHbIX rpaXkaaH, 39 50 Ka3aXxCTaHLEB NoJib3yHTCA

UMELOLLMX CTPaHMLbI B ) 3NEKTPOHHON NOYTOM U
COLMANbHbIX CETAX, JINYHDBIM aKKAYHTOM AN
BbIKNaAbIBAKT HHPOPMALUID aBTOPW3aLUK Ha CalTax.
0 CBOCH XXHU3HHW.

3HanTe, 3M10yMbILWAEHHUKIN NbITAOTCH MAaHUMNYNMPOBaTb HALLMMUN IMOLUSMMU.
He roBopuTe HeE3HAKOMbIM NlOASM: HOMepa MobUbHbIX TenedoHOB CBOUX
POLCTBEHHMKOB U Koner, IP agpeca, BpeMsi 0TCYyTCTBMA Ha paboyem MecTe
Wnu goma.

9kpaH Bawero MoHuTOpa Mnm cMapTdoHa MOryT NOACMOTPETh Yepes Mnjeyo.
He paboTtainTe 3a KOMNbIOTEPOM MM HOYTOYKOM, Korga 3a Bawen cnuHon ecTb
nocTopoHHMe. B nogHbIX MecTax cTapanTecb paboTaTb CNMHOM K
Henpo3payYyHom CTeHe.

CKMMMUHT - Kpa>ka faHHblX BaHKOBCKOW KapTbl MW Maposiert Npy NOMOLLK
creumnanbHOro CYMTLIBAOLLLEro YyCTPOMCTBA, CKUMMepa.

B nybnunyHbix MecTax MHoro Bupeokamep. Ctapantecb BBOAUTb Napoan Kak
MOXHO bonee cKpbITHO. Hanpumep, NpuKkpbiB 3KpaH MobunbHoro TenedoHa
NafoHbI0 UK OAEXA0NW. IKpaH HOoyTOyKa XenaTenbHO MaKCUMManbHO NPUKPbLITh
npv BBOAE Napons, Ytobbl CKpbITb ABMXKEHUSA Bawmnx nanbues.

bBaHkomaTbl 1 TepMUHanbl onnatbl. BHMMaTenbsHo ocMoTpuTe BaHkoMaT, nepeg,
TeM Kak UM Bocnonb3oBaTbcs. HeobblyHO BbicOKas KiaBmaTypa BBOAA,
HeobblYHOE OKOLLIKO BBOJAA KapTOYKM JO/MKHbI Bac HacTopoxuTsb.




CoMHeBaeTecb — BOCNonb3yntechb apyrnm baHkomaTtoM. Begute cebq Tak, Kak
6yaTo NpaMo 3a Bamu CToAT Heckonbko Nopo3puTenbHbix Mogeir. [IPUKPbIBalTe
NaJi0HbI0 KNaBMaTypy, KOr/a BBOAUTE NUH-KO/ MK Napob.

YT0 18NaTb?

byabTe BHUMaTENbHbI, COOPaHbI U OCTOPOXKHDI.

YTO HEe HY)KHO 1eNaTb!

Pa3roBapuBatb C He3HaKOMbIMH JIOLbMH N0 TeNe(OHY HACYET CBONX GaHKOBCKHX
CYETOB WK KapT.

KoHeuHo, pa3roeapmBaTb MHOTOA HY>XHO, HO TOJIbLKO €CNn Bbl camu
NO3BOHMAKM B BaHK Mo OC.IDVILI,VIaJ'IbHOMy HOMepy TeJ'IeCI)OHa.

He oTBeyath Ha NOA03PUTENbHBIE NUCbMA, HO 06 3TOM Mbl Y)KE FOBOPHIIH B
pasgene lloyra.

llonb3oBatbCs N0A03PUTENbHLIMKU DaHKOMaTaMu U TePMUHANAMK ONAATbI.

OtpaBaThb CBO KapTOUYKY 0dULHAHTY Unu bapMeHy Hajonro B pyku. linatute
KapToH TONILKO CaMH.
Ecnu Bbl nogkntoumnmce K cetn NMuTepHeT yepes nybnunynbin WiFi

(HanpumMep, B asponopTy UK B Kade), To XenaTenbHO BOCMNOb30BaThCH
cepucamm VPN.

46 50/ nonib30BaTeNen HUKOraa He
pJ /0
UCNoNb3yHT 061IeCTBEHHbIE
«Wi-Fi Touku».

47'50/0 aHKeTHPYeMbIX

noaKnyaTca K Hutephery

p— yepes J10CTYNHble
V| 6ecnpoBo/IHble KaHanbl.
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PE3EPBHOE
KOMUPOBAHUE

NHdopMaums MoxeT ncuesHyTb. Ml He obazaTenbHo Bac atakoBanu 3ble
xakepbl. [lpocTo noTepsnu TenedoH UK Cropen XXECTKMI ANCK KOMMblOTepa.

52 30/0 Ka3aXCTaHLeB He Co3fialoT 38 70/0 dHKeTUpyeMbIX

pe3epBHble KOMUK BaXKHbIX 3aHMMaIOTCA CO3JjaHHeM
JaHHbIX pe3epBHbIX KOMUH.
XpaHaT uidpopMauuio:
39,7% ;.ﬁ 31,5% 20,2% @
Ha KoMNbioTEpe Ha Gpnaw- 3 B 00N1ayHbIX

HaKonurene cepBHUCax

89 70/ aHKETHPYEMbIX He 3HAKT, KTO MOXKET HCMO/Ib30BaTh UX NEPCOHaNbHbIE
[laHHbIe U B KaKUX LensXx.

YT0 1eNaTb?

PerynﬁpHo KonupoBaTb BaXXHYH quJopMaumo Ha BHELWHWA HOCHTEND.

Camoe npocToe — BOCMO0JIb30BaTbCS MHOXECTBOM CEpPBUCOB PE3EPBHOI0

KonupoBaHus. HekoTopble 13 HMX becnnaTHbl, HanpuMep obnako Google,
Apple iCloud, Mail.ru, Yandex. A Takxe MoxHo Bocnonb3oBaThCs cepBucamm
ka3zaxcTaHckux obnaunbix xpanunuw, Oblako.kz v Ps.kz.

Baxcno! Ecnu Bbl nonib3yetech 06naunbIMK CepBHCAMK ANS
XpaHeHUs HHOPMaLMK — 3HAUNT Bbl ONbITHLIA
nonb3oBatenb. Begute cebs Kak onbITHLIA NOb30BaTEND.
Ha3Bancs onbITHbIM N0Nb30BaTENEM — COOTBETCTBYH.




Maponu! BuuMatenbHo u3yyute Hawy naMATKy B paspene «Maponu». bes
Hafie)XHOro Napons HUKAKUX NporynokK B obnaxa.

[iByxdakropHas ayteHTuduKauua. He otkatoyaite Ha cMapTdoHe pa3baokuposky
Mo 0TNEYaTKy NanbLa AN pacno3HaBaHKe NuLa.

YTO HE HY)KHO 1eNaTb!

XpaHuTb B «0bnake» o4yeHb KOHOMAEHUMANbHYO NHGOPMaLMIO BCE Xe He
ctonT. He Xxpanute coto JLI B oTKpbITOM BHAE, CEMEHHbIE AU NINYHbIE TalHbI B
«obnake».

CaMoe HapéxHoe - 3aBeguTe cebe BHELHUN XXECTKMIA ANCK nnn bonbLuyto
KapTy NamMaTu.

[pocTo perynsapHo KONUpPYWTe Ha 3TOT XXECTKMI [UCK BaXKHYO MHPOpMaL Mo
CO CBOEro KomnbtoTepa unun cmaptdoHa. XoTs, ato TpebyeT
CaMOAMCLUMNIIMHBI Y OPraHN30BaHHOCTH.

[NponguTte BCe ceMb WaroB — 1 Bbl cTaHeTe BE/IMKUM MacTepOM JINYHOM
MHOpPMaLMOHHOM Be3onacHOCTH.
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Mbl U TOCYJ1aPCTBO.
KY/ld 0bP4dlllaThCH

an nobbIx HeCTaHOAAPTHbIX CUTYaunax nian npmn nogo3peHnn Ha HapyweHune
KVI6ep6e3OI'IaCHOCTVI — He3aMeannTenbHO O6paTVITer K OTBETCTBEHHbIM
cneunasimnctaM n B

@ Cny>«6y pearupoBaHus Ha KOMNbHTEPHbIE HHLHEHTbI

no KopoTKoMy HoMepy TenedoHa: 1400 vnn +7 (7172) 55-99-97
KZ-CERT  anekTpoHHas noyta: incident@kz-cert.kz

3aKoH 00 uchopMaTusau,uu — 3akoH Pecnybnukun KazaxctaH oT 24 Hoabps
2015 ropa N° 418-V 3PK. 3aKOH perynupyet o61ecTBeHHbIe OTHOWEHHA B Cdhepe
nHopMaTH3aLKK, BO3HUKAIOWME Ha TeppuTopun Pecnybnuku KasaxctaH Mexxay
rocyfjapcTBeHHbIMU OpraHaMu, GU3UYECKUMU W FOPUAUYECKUMH JTLLAMK NPH
CO3[aHNH1, Pa3BUTHM U IKCNNYaTaLuK 00bEKTOB HHDOPMATH3ALNK, a TAKXKE NpPH
rocyfapcTBeHHOM NOAAepXKKe pa3BUTHA 0TPACAN HHGOPMaLUOHHO-

KOMMYHUKALMOHHBIX TeXHONOIUH. BHeceHbl M3MEeHEeHUst U fOMOSIHEHUSI COFIacHO
3akoHy Pecnybnukun KasaxctaH ot 28 nekabps 2017 roga N2 128-VI 3PK.

Eaunbie TpEﬁOBaHMH [ET] - eguHble TpeboBaHumsa B obnactn MHGOPMaLNOHHO-
KOMMYHMKaLMOHHbIX TeEXHONOrMn n obecnevyeHnsa MHGOPMaLLMOHHOM
besonacHocTn. YTBepXAeHbl nocTaHoBNeHWeM [IpaButensctea Pecnybnmnkn
KasaxctaH ot 20 pexkabps 2016 roga N2 832. OnpepensatoT TpeboBaHus B
obnactn nHdopMaLMOHHO-KOMMYHUKALMOHHbLIX TEXHONOTMIA 1 obecneyeHmns

nudopmaumnonHon 6esonacHoctu. llonoxenus ET, oTHocawumecs K chepe
obecneyenns undopMaLoHHOI be30nacHOCTH, 0093aTeNbHbI ANA NPUMEHEHHS
rocyfjapcTBEHHbIMU OpraHaMu, MECTHbIMU UCNONHNTENbHBIMU OPraHaMH,
rocyfjapcTBEHHbIMU HOPUAUYECKUMHU NINLLAMH, CYObEKTAMU KBA3HrOCYAapCTBEHHOIO
ceKTopa, cobcTBEHHUKAMK M BNafieNbLaMN HEeroCyLapCTBEHHbIX MHPOPMALMOHHBIX
CHCTEM, UHTErpupyeMbIX C MHGOPMaALUOHHBIMU CUCTEMAMK FOCYAaPCTBEHHBIX
OpraHoB UM NpefHa3HAYeHHbIX ANA pOPMUPOBAHUA rOCYLAPCTBEHHBIX




3NeKTPOHHbIX HHPOPMaLIMOHHBIX PECYPCOB, a TAKXKE COOCTBEHHUKAMK H
BNafieNbLaMi KPUTUYECKH BaXKHBIX 00bEKTOB MH(OPMaLMOHHO-
KOMMYHHKALHOHHO# MHPACTPYKTYPbI.

Kuﬁepmm Ka3axcTaHa - konuenums knbepbesonacHocTn. KoHuenuns
knbepbeszonacHoctu ("Knbepwmnt KazaxctaHa") paspaboTaHa B COOTBETCTBMM C
MNocnanuewm lNpe3supeHTta Pecnybnnkum KaszaxctaH “TpeTba MogepHM3aumsa
KazaxcTtaHa: [ nobanbHaa KOHKYpPeHTOCMOCOOHOCTL € Yy4eTOM MOAXOA0B
Ctpaterumn “Kasaxctan-2050" no BxoxpgeHuto KazaxctaHa B uncno 30-Tn cambix

pa3BuTLIX rocyaapcts Mupa. KOHLENLHa onpefenset 0CHOBHbIE HanpaBAeHus
peanu3aLuu rocyfapcTBeHHOH NOANTUKK B Cepe 3aluTbl 3eKTPOHHbIX
WH(OPMALMOHHBIX pecypcoB, MHPOPMALMOHHBIX CUCTEM U CETEH
TeneKoMMyHUKauUui, obecneyenns 6esonacHoro ucnonb3oBaHns UHGOPMaLUOHHO-
KOMMYHWKALMOHHBIX TEXHONOTUH.

YN0JHOMOYEHHDBIW OPTAH B CBEPE OBECIEYEHMS
WH®OPMALIUOHHOMW BE3OMACHOCTH

YkasoM lpesuaenta Pecnybnuku KasaxcraH ot 6 oktabpa 2016 roga N2 350
o6pasoBaH Komutet no uudopMaLmoHHoii 6e3onacHocT MuxucTepcTBa 060poHHOM
W @3POKOCMMYECKOM NpoMbllwneHHocTH Pecnybnuku KasaxcraH.

M0/IHOMOYMA KOMUTETA N0 UHOOPMALIUOHHOM BE30NACHOCTH

» Pazpabotka mep B chepe obecneyeHna nHpopmaymoHHon besonacHoCTY;

» [ocymnapcTBeHHbIN KOHTPONb B chepe |

obecneveHns MHGOPMaALLMOHHOM
be3onacHocTyH;

J
(< H<H<N-v]
‘
i

° MeTO,D,OJ'IOI'VIl-IeCKOG obecneyeHune n
CTaHOaApTU3aunA.
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Pda3fien Al
NPOMPECCHMOHANO0B

Ecnn Bbl Bnageney busHeca, 0TBETCTBEHHbIN COTPYAHMUK, NT-cneunanucr,
odumuep nHdopmaumoHHom beszonacHocTn — cobnoganTe 3T peKoMeH4aunm:

1 LIaroB no CHHKEHUH
PUCKOB KUbEP-YI'P0O3

1. Pa3spaboratb nonMTUKY HHpOPMaLMOHHON 6€30MACHOCTH. 3To foKyMeHT
2 nepBoro ypoBHs — Balwa KoHCTUTYLnsA B chepe MHGOPMALLMOHHOM

V BesonacHocTU. Ho KpOMe KOHCTUTYL MK HY>KHbI 3aKOHbI. Takune
3aKOHbI Ha3bIBaTCA «[lOKYMEHTbl BTOPOro YPOBHSA» U AeTaNn3npyoT
TpeboBaHusa nonutuku. [MogpobHee cMOTpUTE NOCTaHOBNEHNE
[MpaButenbctBa Pecnybnukm KasaxctaH ot 20 nexkabps 2016 roga Ne
832 (ET)nyH«T 33.

Ba)xHo! 0643aTeNbHO yTBEPAUTE AOKYMEHT: «NpaBUa
NCNO0Nb30BaHKA MOOMALHBIX YCTPOMCTB W HOCHTENEH

HHdopMaLuu». Y 56% onpowweHHbIX CNELUanucToB B OPraHn3aLuu
eCTb OTAENbHbIA COTPYAHMK, OTBEYAOLWMI 3a KubepbesonacHOCTb.

2. lpocBeLyeHue U 0CBEAOMIEHHOCTb NOJIb30BaTENEH. PaspaboTaTh
.o... nporpamMMy NofroToBky nepcoHana. BHeapuTb cucteMbl 0byveHuns
ll.‘l BCeX COTPYLHWKOB HOpMaM MH$opMaLMoHHOM Be30nacHoCTK.

[MopLoepxunBaTb 0CBELOMAIEHHOCTb NOb30BaTeNnen o Knbep-puckax.

3. YHpaBHEHMe WHUKAEHTAMU. HeobxoanMbl (1M ois HEKOTOPbIX
=] opraHusaumin obasartesibHbl] Mepbl: pernctpauuns cobbituii B,

“ ynpasnieHue nHungeHtamn b, yegomneHns oTBeTcTBEHHbIX 06
nHumpertax Vb, pernctpaunm nuumaerHtos Nb B Cnyxbe
pearnpoBaHUs Ha KOMMbIOTEPHbIE MHLMAEHTbI [0CyAapCTBEHHOM
TEXHMYECKOW cny>bbl. Bbl 4OMKHBI TOYHO 3HATb, YTO MPOMUCXOANIO0 U
npoucxoguT. [NogpobHee cMoTpuTe NocTaHoBNeHMe [TpaBuTenbLCTBa
Pecnybnukun KasaxctaH ot 20 nexkabps 2016 roga N2 832 lNaparpad 2.
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YnpasnsaiTe puckaMi. XXenaTensHo pazpaboTaTb «MeTOAMKY OLLEHKM
pncKoB MHPOPMaLMOHHON Be3onacHOCTU». Bbl AOMXKHBI 3HATb, YTO
yrpoxaeT Bawen opraHmsaunm.

Ynpasnexue npuBunerusaMu noib30BaTeNen. YctaHoBnTL NpoLiecchl
yrnpaBfieHNa YYeTHbIMU 3aNUCAMU, N OTPAHNYUTb KOJIMYECTBO
MPUBUNErMPOBAHHbIX YYETHbIX 3anucein. OrpaHMyYnTb NpUBUAETUM
nonb3oBaTeNd U KOHTPOIMPOBaTb AENCTBUSA NOJb30BaTenNs.
KoHTposb focTyna K AedaTenbHOCTM M XXypHanaMm ayguTa.

JneMeHTbl ynpasieHns CbeMHbIMU HOCUTENIAMU. Co3aaTb NonnUTUKy Ans
ynpasJfieHMs OOCTYNOM K CbeMHbIM HocuTenaMm. OrpaHnyeHne TMnos
M ncnosib3oBaHms HocuTenen. [leped MMNOPTOM B KOPNOPATUBHYHO
CUCTEeMY NPOCKaHMPOBaTb BCE HOCUTENIN Ha Hann4ne BpPefoHOCHbIX
nporpamMm.

MOHMTOpMHr. Pa3paboTtaTb cTpaTermto MOHUTOPUHIA,
BCroOMoraTesibHy NoanTMKyY. [oCTOAHHbBI MOHUTOPUHT BCEX CUCTEM
n cetein NKT. MNpoaHanmsnpoBaTb XypHanbl Ha NpeaMeT HeobblYHOM
aKTMBHOCTM, KOTOPas MOXeT yKa3blBaTb Ha aTaky.

besonacHas KOHdUrypaLus. Mpumensiite 3annatku (natum)
besonacHocTn n ybegutecn, 4to be3onacHaa KoHbMIrypaLus Bcex
cucteM NKT coxpaHsaeTcs. Co3gaHne CUCTEMbI MHBEHTapMU3aLmMn n
onpeneneHunsa basosoun cbopkmn gna scex yctponcts UKT.

3awuTa ot Bpe0OHOCHBIX MPOrpaMM. MponsBoaUTL COOTBETCTBYIOLLYIO
NOJSINTUKY N YCTAHOBUTb 3aLLUTY OT BPEAOHOCHbIX NMPOrpamMm,
KoTopble NPUMEHUMbI 1 akTyanbHbl Ang Bawero HanpasneHus
pesTenbHocTU. CkaHMpoBaHWe Ha Hannyne BPefOHOCHbIX MPOrpamMm
B OpraHusauumu.

CerteBan 06e30MacHOCTb. 3aLUTUTL CETb OT BHELIHWUX U BHYTPEHHUX
aTak. YnpasneHue nepumetpoM cetn. OTdumnbTpoBaTh
HeCaHKLWOHMPOBAHHbIM JOCTYN 1 BPeAOHOCHOE CofepXXMMOe.
MOHUTOPWHI 1 TeCTUpOBaHME 3/IEMEHTOB yNpaBileHUS
be3sonacHocTy.

z 42 80/0 ONpOLIEHHbIX CNELHaNUCTOB 43 30/0 CMEeLHANUCTOB NPUMEHAOT
’ y

UMEHT B OPraHn3aLuu cucTeMy efinHble (rocynapcTBenHbie)
MOHUTOPUHIa HHGOPMALMOHHOH Tpe6oBaHus.
besonacHocTu.
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MuHucrepcTeo unhpoBoro
pa3BuUTUSI, UHHOBaLMi

U @3POKOCMUNUECKOMU
MPOMbILLJIEHHOCTH
Pecny6nukn KasaxcraH

KomuTeT no nHpopMaLMOHHOM
6e3onacHoCcTn

r. Hyp-CyntaH, np. MaHrinik en 8, «[1o0M MUHUCTEPCTB>»
Ten.: +7 (7172) 74-99-80, cant Komuteta: www.isdp.mdai.gov.kz
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